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Today’s objectives 

Understand the notion of an obfuscation


Define indistinguishability obfuscation


Applications of iO, how does iO fit into 
cryptography
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#include                                     <math.h> 
#include                                   <sys/time.h> 
#include                                   <X11/Xlib.h> 
#include                                  <X11/keysym.h> 
                                          double L ,o ,P 
                                         ,_=dt,T,Z,D=1,d, 
                                         s[999],E,h= 8,I, 
                                         J,K,w[999],M,m,O 
                                        ,n[999],j=33e-3,i= 
                                        1E3,r,t, u,v ,W,S= 
                                        74.5,l=221,X=7.26, 
                                        a,B,A=32.2,c, F,H; 
                                        int N,q, C, y,p,U; 
                                       Window z; char f[52] 
                                    ; GC k; main(){ Display*e= 
 XOpenDisplay( 0); z=RootWindow(e,0); for (XSetForeground(e,k=XCreateGC (e,z,0,0),BlackPixel(e,0)) 
; scanf("%lf%lf%lf",y +n,w+y, y+s)+1; y ++); XSelectInput(e,z= XCreateSimpleWindow(e,z,0,0,400,400, 
0,0,WhitePixel(e,0) ),KeyPressMask); for(XMapWindow(e,z); ; T=sin(O)){ struct timeval G={ 0,dt*1e6} 
; K= cos(j); N=1e4; M+= H*_; Z=D*K; F+=_*P; r=E*K; W=cos( O); m=K*W; H=K*T; O+=D*_*F/ K+d/K*E*_; B= 
sin(j); a=B*T*D-E*W; XClearWindow(e,z); t=T*E+ D*B*W; j+=d*_*D-_*F*E; P=W*E*B-T*D; for (o+=(I=D*W+E 
*T*B,E*d/K *B+v+B/K*F*D)*_; p<y; ){ T=p[s]+i; E=c-p[w]; D=n[p]-L; K=D*m-B*T-H*E; if(p [n]+w[ p]+p[s 
]== 0|K <fabs(W=T*r-I*E +D*P) |fabs(D=t *D+Z *T-a *E)> K)N=1e4; else{ q=W/K *4E2+2e2; C= 2E2+4e2/ K 
 *D; N-1E4&& XDrawLine(e ,z,k,N ,U,q,C); N=q; U=C; } ++p; } L+=_* (X*t +P*M+m*l); T=X*X+ l*l+M *M; 
  XDrawString(e,z,k ,20,380,f,17); D=v/l*15; i+=(B *l-M*r -X*Z)*_; for(; XPending(e); u *=CS!=N){ 
                                   XEvent z; XNextEvent(e ,&z); 
                                       ++*((N=XLookupKeysym 
                                         (&z.xkey,0))-IT? 
                                         N-LT? UP-N?& E:& 
                                         J:& u: &h); --*( 
                                         DN -N? N-DT ?N== 
                                         RT?&u: & W:&h:&J 
                                          ); } m=15*F/l; 
                                          c+=(I=M/ l,l*H 
                                          +I*M+a*X)*_; H 
                                          =A*r+v*X-F*l+( 
                                          E=.1+X*4.9/l,t 
                                          =T*m/32-I*T/24 
                                           )/S; K=F*M+( 
                                           h* 1e4/l-(T+ 
                                           E*5*T*E)/3e2 
                                           )/S-X*d-B*A; 
                                           a=2.63 /l*d; 
                                           X+=( d*l-T/S 
                                            *(.19*E +a 
                                            *.64+J/1e3 
                                            )-M* v +A* 
                                            Z)*_; l += 
                                            K *_; W=d; 
                                            sprintf(f, 
                                            "%5d  %3d" 
                                            "%7d",p =l 
                                           /1.7,(C=9E3+ 
                              O*57.3)%0550,(int)i); d+=T*(.45-14/l* 
                             X-a*130-J* .14)*_/125e2+F*_*v; P=(T*(47 
                             *I-m* 52+E*94 *D-t*.38+u*.21*E) /1e2+W* 
                             179*v)/2312; select(p=0,0,0,0,&G); v-=( 
                              W*F-T*(.63*m-I*.086+m*E*19-D*25-.11*u 
                               )/107e2)*_; D=cos(o); E=sin(o); } }

1998 Winner, 
International 
Obfuscated C 
Code Contest
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Obfuscation makes 
a piece of code 
unintelligible

Basic idea: you can’t 
observe anything about 
the internal workings of 
the program, it is a 
black box
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Obfuscation makes 
a piece of code 
unintelligible

Basic idea: you can’t 
observe anything about 
the internal workings of 
the program, it is a 
black box

Basic tricks of rewriting 
code don’t actually 
seem to work

“Software 
Licensing”
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Cryptographic Obfuscation

“I want to send you a 
program that is provably 
unintelligible”

A “virtual black box”

𝒪(P)

𝒪(P)(x) = P(x)



7

Cryptographic Obfuscation

“I want to send you a 
program that is provably 
unintelligible”

A “virtual black box”

𝒪(P)

𝒪(P)(x) = P(x)

Crucial insight: Alice can put a 
cryptographic key inside the box
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Virtual black-box 
obfuscation does not 
exist in general (in the 
standard model)
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Indistinguishability Obfuscation (iO)

i𝒪(P)(x) = P(x)

For any two equivalent programs P0, P1

{P0, P1, i𝒪(P0)} ≈ {P0, P1, i𝒪(P1)}

Intuition: iO is a “pseudo-canonicalizer”
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Indistinguishability Obfuscation (iO)

i𝒪(P)(x) = P(x)

For any two equivalent programs P0, P1

Intuition: iO is a “pseudo-canonicalizer”

Fun Fact: if P = NP, then iO exists

{P0, P1, i𝒪(P0)} ≈ {P0, P1, i𝒪(P1)}



Decryptor Encryptor
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Witness Encryption

There is a 
way to 3-color 

this graph

If the instance has a witness, the witness 
allows to decrypt 

If the instance has no witness, secrecy holds
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Applications of Indistinguishability Obfuscation (iO) 
plus one-way functions

• Public Key Cryptography


• Digital Signatures


• Oblivious Transfer


• Short Zero Knowledge Proofs


• Fully Homomorphic Encryption


• Witness encryption


• Deniable encryption


• Functional encryption


• … and pretty much everything we have learned how to do in this course
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Applications of Indistinguishability Obfuscation (iO) 
plus one-way functions

• Public Key Cryptography


• Digital Signatures


• Oblivious Transfer


• Short Zero Knowledge Proofs


• Fully Homomorphic Encryption


• Witness encryption


• Deniable encryption


• Functional encryption


• … and pretty much everything we have learned how to do in this course


• … and pretty much everything anyone knows how to do with 
cryptography
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Why do we care?
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Current obfuscation techniques are not efficient

But they provide a tool for understanding 
complexity of a cryptographic problem

If you can solve your problem with obfuscation, 
may mean an efficient solution exists
If your definition implies obfuscation, you may be 
in trouble



Today’s objectives 

Understand the notion of an obfuscation


Define indistinguishability obfuscation


Applications of iO, how does iO fit into 
cryptography
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